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Data Processing Agreement 

This Data Processing Agreement ("DPA") forms an integral part of the NI Software License Agreement (the 
"Agreement") entered into by and between the Customer approving this DPA, (hereinafter referred to as 
"Customer") and National Instruments Corporation or any of its affiliates (hereinafter referred to as 
"Processor") and shall, upon execution, be deemed to be incorporated into and form part of the Agreement.  

 References herein to "you" and "your" shall mean the Customer.  

Customer and Processor are hereinafter jointly referred to as the "Parties" and individually as the "Party". 
Capitalized terms not otherwise defined herein shall have the meaning given to them in the Agreement.  

1. Definitions. In addition to capitalized terms defined elsewhere in this DPA, the following terms shall have 
the meanings set forth opposite each one of them: 

1.1. "Affiliate" means an entity that, directly or indirectly, owns or controls, is owned or is controlled by, or is under 
common ownership or control with a party. As used herein, “control” means the power to direct the management 
or affairs of an entity and “ownership” means the beneficial ownership of more than fifty percent (50%) of the 
voting equity securities or other equivalent voting interests of an entity 

1.2. "Controller" means an entity which, alone or jointly with others, determines the purposes and means of the 
processing of the Personal Data  

1.3. "Customer Personal Data" means any Personal Data Processed by Processor on behalf of Customer pursuant 
to or in connection with the Agreement;  

1.4. "Data Protection Laws" means applicable data protection and privacy laws of any country, including but not 
limited to the EU Data Protection Laws, the California Consumer Protection Act and California Privacy Rights Act 
and, to the extent applicable, the data protection or privacy laws of any other applicable country as agreed in writing 
between the Parties; 

1.5. "Data Subject" means an identified or identifiable natural person who can be identified, directly or indirectly, 
by reference to an identifier; 

1.6. "EU Data Protection Laws" means EU General Data Protection Regulation 2016/679 ("GDPR"), as amended, 
replaced or superseded from time to time, laws implementing or supplementing the GDPR, and any other laws and 
regulations of the EU and its Members States applicable to the protection of Personal Data; 

1.7. "Personal Data" means any information relating to a identified or identifiable Data Subject; an identifiable 
natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as 
a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural person; 

1.8. "Personal Data Breach" means a breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed; 

1.9. "Processing" means any operation or set of operations which is performed on personal data or on sets of 
personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or destruction; 

1.10. "Subprocessor" means any person (including any third party and any Processor Affiliate, but excluding an 
employee of Processor or any of its sub-contractors) appointed by or on behalf of Processor to Process Personal 
Data on behalf of the Customer in connection with the Agreement; and 

1.11. "Standard Contractual Clauses" means the MODULE TWO: Transfer controller to processor of the 
contractual clauses set out in the Annex of European Commission Decision 2021/915 and available at 
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data protection/standard-

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0915&from=EN
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data%20protection/standard-contractual-clauses-scc/standard-contractual-clauses-international-transfers_en
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contractual-clauses-scc/standard-contractual-clauses-international-transfers_en, which are incorporated into this 
Agreement by way of reference and made an integral part hereof, where the following options will apply: option 2 
of Section 9 with fourteen (14) days as the applicable notice period, option 1 of Section 17 with Hungary as the 
governing law, and courts of Budapest in Section 18(b); and 
2. Processing of Customer Personal Data. 

2.1. Customer warrants and represents that it is and will at all relevant times remain duly and effectively 
authorized to give the instruction set out in Section 2.3 on behalf of each relevant Customer Affiliate. 

2.2. Processor shall not Process Customer Personal Data other than on the Customer’s written instructions set in 
Section 2.3 below (including for purposes of the Agreement), unless Processing is otherwise required by Applicable 
Laws to which the Processor is subject. 

2.3. Customer instructs Processor (and authorizes Processor to instruct each Sub Processor) to (i) Process 
Customer Personal Data; and (ii) in particular, transfer Customer Personal Data to any country or territory, all as 
reasonably necessary for the provision of the Services and consistent with the Agreement and Privacy Policy (as 
defined under the Agreement) and in accordance with applicable Data Protection Laws, subject to Section 5.3 
below. 

2.4. Customer sets forth the details of the Processing of Customer Personal Data, in Annex 1 (Details of 
Processing of Customer Personal Data), attached hereto.  

3. Processor Personnel. Processor shall take reasonable steps to ensure the reliability of any employee, agent or 
contractor of the Processor who may have access to the Customer Personal Data, ensuring in each case that access 
is strictly limited to those individuals who need to know/access the relevant Customer Personal Data, as necessary 
for the purposes of the Agreement, and to comply with Applicable Laws, ensuring that all such individuals are 
subject to confidentiality undertakings or professional or statutory obligations of confidentiality.  

4. Security. Processor shall in relation to the Customer Personal Data implement appropriate technical and 
organizational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures 
referred to in Article 32(1) of the GDPR. In assessing the appropriate level of security, Processor shall take into 
account the risks that are presented by Processing, in particular from a Personal Data Breach. 

5. Sub Processing. 

5.1. Processor and each Processor Affiliate may continue to use those Subprocessors already engaged by 
Processor or any Processor Affiliate as at the date of this DPA, subject to Processor and each Processor Affiliate in 
each case as soon as practicable meeting the obligations set out in Section 5.. 

5.2. Customer authorizes Processor and each Processor Affiliate to appoint (and permit each Sub Processor 
appointed in accordance with this Section 5 to appoint) Subprocessors in accordance with this Section 5 and any 
restrictions in the Agreement. Upon request, Processor shall give Customer details of any Subprocessor, including 
relevant details of the Processing to be undertaken by the Subprocessor. If Customer notifies Processor in 
writing of any objections (on reasonable grounds) to any appointment of Sub Processor, Processor shall not appoint 
(or disclose any Customer Personal Data to) such Subprocessor until reasonable steps have been taken to address 
the reasonable objections raised by Customer. Where such steps are not sufficient to relieve Customer’s reasonable 
objections then Processor may by written notice to the other with immediate effect terminate the Agreement to the 
extent that it relates to the services which require the use of the proposed Subprocessor. 

5.3. With respect to each Sub Processor, Processor shall ensure that the arrangement between the Processor and 
the Sub Processor, is governed by a written contract including terms which offer similar level of protection for 
Customer Personal Data as those set out in this DPA and meet the requirements of Applicable Laws.  

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data%20protection/standard-contractual-clauses-scc/standard-contractual-clauses-international-transfers_en
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6. Data Subject Rights. 

6.1. Taking into account the nature of the Processing, Processor shall reasonably assist Customer by implementing 
appropriate technical and organizational measures, insofar as this is possible, for the fulfilment of the Customer's 
obligations, as reasonably understood by Customer, to respond to requests to exercise Data Subject rights under the 
Data Protection Laws, at Customer’s sole expense. 

6.2. Processor shall: 

6.2.1. promptly notify Customer if it receives a request from a Data Subject under any Data Protection Law 
in respect of Customer Personal Data; and 

6.2.2. ensure that it does not respond to that request except on the documented instructions of Customer or 
the Customer or as required by Applicable Laws to which the Processor is subject, in which case 
Processor shall to the extent permitted by Applicable Laws inform Customer of that legal requirement 
before it responds to the request. 

7. Personal Data Breach. 

7.1. Processor shall notify Customer without undue delay, and in any event within  than 72 hours, upon Processor 
or any Sub Processor becoming aware of a Personal Data Breach affecting Customer Personal Data, providing 
Customer with sufficient information to allow Customer to meet any obligations to report or inform Data Subjects 
or Data Protection authorities of the Personal Data Breach under the Data Protection Laws.  

7.2. Processor shall cooperate with Customer and take such commercially reasonable steps as are directed by 
Customer to assist in the investigation, mitigation and remediation of each such Personal Data Breach, at 
Customer’s sole expense. 

8. Data Protection Impact Assessment and Prior Consultation. 

8.1. Processor and each Processor Affiliate shall provide reasonable assistance, on Customer's expense, to 
Customer with any data protection impact assessments, and prior consultations with supervisory authorities or other 
competent data privacy authorities, in each case solely in relation to Processing of Customer Personal Data by, and 
taking into account the nature of the Processing and information available to, the Processor. 

9. Deletion or return of Customer Personal Data. 

9.1. Subject to Section 9.2, if requested by Customer in writing upon or in connection with the termination of the 
Agreement, Processor shall promptly and in any event within thirty (30) days of the date of cessation of any services 
involving the Processing of Customer Personal Data, delete all copies of those Customer Personal Data, except such 
copies as required to be retained in accordance with applicable law and/or regulation. 

9.2. Processor may retain Customer Personal Data to the extent required by Data Protection Laws and only to the 
extent allowed by Applicable Laws and always provided that Processor shall ensure the confidentiality of all such 
Customer Personal Data and shall ensure that such Customer Personal Data is only Processed as necessary for the 
purpose(s) specified in the Applicable Laws requiring its storage and for no other purpose.  

10. Audit Rights 

10.1. Subject to Sections 10.2 to 10.3, Processor shall make available to Customer, upon prior written request, 
electronic copies of all information necessary to reasonably demonstrate compliance with this DPA, and shall allow 
for and contribute to audits which may take place via assessment questionnaires, including inspections, by a 
reputable auditor mandated by the Customer in relation to the Processing of the Customer Personal Data by the 
Processor, provided that such third-party auditor shall be subject to confidentiality obligations. 

10.2. Provision of information and audits are at Customer’s sole expense and only arise under Section 10.1 to the 
extent that the Agreement does not otherwise give them information and audit rights meeting the relevant 
requirements of Data Protection Law. 
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10.3. Customer shall give Processor reasonable prior written notice of any audit or inspection to be conducted via 
assessment questionnaire under Section 10.1 and shall make (and ensure that each of its mandated auditors makes) 
endeavors to avoid causing (or, if it cannot avoid, to minimize) any damage, injury or disruption to the Processors' 
systems, cloud environment, equipment, and business in the course of such an audit or inspection. Processor need 
not give access to its systems for the purposes of such an audit or inspection. 

10.4. Customer shall not conduct  more than one (1) audit or inspection, in respect of each Processor, in any 
calendar year, except for any additional audits or inspections which: 

10.4.1. Controller reasonably considers necessary because of genuine concerns as to Processor’s 
compliance with this DPA; or  

10.4.2. Controller is required or requested to carry out by Data Protection Law, a Supervisory Authority or 
any similar regulatory authority responsible for the enforcement of Data Protection Laws in any 
country or territory; or 

10.4.3. where Controller has identified its concerns or the relevant requirement or request in its prior 
written notice to Processor of the audit or inspection. 

11. Data Transfers  

1.1. If any Data Protection Laws include requirements to be taken in relation to any applicable data export 
restrictions to permit the transfer of Customer Personal Data to the extent required or permitted under the 
Principal Agreement, the Parties will comply with such data protection requirements including, where 
required to legitimize such data transfers, executing any applicable data transfer agreements (e.g. Standard 
Contractual Clauses) or an alternative solution to ensure that appropriate safeguards are in place for such 
transfer.  

1.2. To the extent the Customer Personal Data is subject to the laws of the UK, the SCCs apply as amended by 
Part 2 of the UK Addendum to the SCCs issued by the Information Commissioner under section 119A(1) 
of the Data Protection Act 2018 (“UK Addendum”), and Part 1 of the UK Addendum is deemed completed 
as follows: In Table 1, the details of the parties are set out in the Agreement; In Table 2, the selected 
modules and clauses are set out in Section 1.11 of this DPA; In Table 3, the appendix information is set 
out in the Agreement; and in Table 4, the ‘Exporter’ is elected. 

12. General Terms 

12.1. Governing Law and Jurisdiction.  

12.1.1. the Parties to this DPA hereby submit to the choice of jurisdiction stipulated in the Agreement with 
respect to any disputes or claims howsoever arising under this DPA, including disputes regarding 
its existence, validity or termination or the consequences of its nullity; and 

12.1.2. this DPA and all non-contractual or other obligations arising out of or in connection with it are 
governed by the laws of the country or territory stipulated for this purpose in the Agreement. 

12.2. Order of Precedence. Nothing in this DPA reduces Processor’s obligations under the Agreement in relation 
to the protection of Personal Data or permits Processor to Process (or permit the Processing of) Personal Data in a 
manner which is prohibited by the Agreement. In the event of any conflict or inconsistency between this DPA and 
the Privacy Policy (as defined under the Agreement), the Privacy Policy shall prevail provided only that the 
procedure prevailing through the Privacy Policy shall not constitute as a breach or infringement of any Applicable 
Laws. 

12.3. Subject to Section 12.2, with regard to the subject matter of this DPA, in the event of inconsistencies between 
the provisions of this DPA and any other Agreements between the Parties, including the Agreement and including 
(except where explicitly agreed otherwise in writing, signed on behalf of the Parties) Agreements entered into or 
purported to be entered into after the date of this DPA, the provisions of this DPA shall prevail. 



NI  Data Processing Agreement 

 
5 

 

INTERNAL - NI CONFIDENTIAL 

12.4. Changes in Data Protection Laws.  

12.4.1. Customer may by at least thirty (30) calendar days' prior written notice to Processor, propose any 
other variations to this DPA, which are reasonably considered to be necessary to address the 
requirements of any Data Protection Law. 

12.4.2. If Customer gives notice under Section 12.4.1, the Parties shall promptly discuss the proposed 
variations and negotiate in good faith with a view to agreeing and implementing those or alternative 
variations designed to address the requirements identified in Customer's notice as soon as is 
reasonably practicable. 

12.5. Severance. Should any provision of this DPA be invalid or unenforceable, then the remainder of this DPA 
shall remain valid and in force. The invalid or unenforceable provision shall either be (i) amended as necessary to 
ensure its validity and enforceability, while preserving the Parties’ intentions as closely as possible or, if this is not 
possible, (ii) construed in a manner as if the invalid or unenforceable part had never been contained therein. 
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Annex 1 

Details of Processing of Customer Personal Data 

This Annex 1 includes certain details of the Processing of Customer Personal Data as required by Article 28(3) 
GDPR. 

Categories of Personal Data which might be processed/transferred: 

• Identifiers such as first and last name, email address, postal address, phone number, user name and 
password, or other similar identifiers;  

• Professional information such as information about employer or job title; 

• Communications. When contacting NI, we may maintain a record of that communication including any 
Personal Data an end user provides as part of communications with NI for the provision of information 
technology consultancy, support and services (incidental access may include accessing the content of e-
mail communications and data relating to the sending, routing and delivery of e-mails); 

• Electronic activity information. such as use information which may in some circumstances include certain 
Personal Data of users, including IP address, email address, user ID and password, computer name, and 
software usage pattern tracking information; 

• Purchasing Information. details of goods or services provided to or for the benefit of Data Subjects.  

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis): 

The personal data may be transferred on a recurring or continuous basis as may be necessary for performance of 
the Services NI is providing. 

Nature of the processing 

The personal data transferred may be subject to the following processing activities:  

• Provision of NI services and making NI products available to the Customer. 

Purpose(s) of the data transfer and further processing 

• The processing and associated personal data transfers will be performed for the purpose of providing the 
Services specified in the Principal Agreement. 

Retention Period 

Personal data may be retained for as long as necessary to perform the Services, within the deletion or return period 
set out in section 9 of the DPA or the termination of the Principal Agreement. 

Competent Supervisory Authority 

Identify the competent supervisory authority/ies in accordance with Clause 13:  Hungary. 

Subprocessors 

Customer agrees to the below Subcontractors being commissioned subject to contractual agreements as required by 
applicable Data Protection Laws and the terms of this DPA : 

Subcontractor Service 

AWS Hosting services 

Microsoft 365 Internal email server, communication systems and file management 
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Snowflake Data hosting warehouse 

Kafka Internal messaging  

Auth0 Identity management 

Coralogix Log management 

Microstrategy BI analysis  

 

For transfers to Subprocessors, the subject matter, nature and duration of the processing shall be substantially similar 
to the terms that apply to processing by NI as set forth above.  
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